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Russian National Pleads Guilty in Conneq 
Russian Intell} 





Evgeny Buryakoy, aka Zhen, 4a, pleided guilt today toconspir.n 
Federation without providing prior nctic tothe Attorney General, 





REPORT 


If you suspect you 
have been targeted 
by a foreign 
intelligence entity, 
report it to your 
cognizant 
Counterintelligence 


Office immediately! 


Learn more 


@CDSE 


e Spot & Assess 
Intelligence officers spot and assess individuals for potential recruit- 


ment. Adversaries are not necessarily looking for someone with a 
high level of access; sometimes the potential for future access or the 
ability of the recruit to lead to other high value targets is enough to 
generate adversary interest. Spotting and Assessing can take place 
anywhere, but is always approached in a non-threatening and natural 
manner. Trade shows, business contacts, social events, or online ven- 
ues such as chat rooms and social media, are used for this process. 
During this phase, the FIE will often explore potential exploitable 
weaknesses which may be used as a lever against the recruit. These 
could include: Drugs or Alcohol, Gambling, Adultery, Financial Prob- 






lems, or other weaknesses. 


e Develop 
Once a potential recruit has been identified, adversaries begin to 


cultivate a relationship with that individual. In the “Development 
Phase,” meetings with the recruit become more private and less 
likely to be observable or reportable. By the time the “recruitment 
and handling phase” is initiated, the individual is likely emotionally 


tied to the adversary. 


e Recruit 
The actual recruitment may involve appeals to ideological leanings, 


financial gain, blackmail or coercion, or any other of a number of 
motivators unique to that recruit. Some of these may manifest as 


observable and reportable behaviors. 


e And/Or Elicit 
Not all FIE Targeting ends in recruitment. Sophisticated social engi- 


neering efforts including personal elicitation of information and tar- 
geted on-line phishing campaigns can be used to gather information 


from an unwitting source. 


